Tenant Management API (v0.3.0)

Overview

This document provides information about Tenant management.

Rate Limit

For the Ptenant REST API the following will be true:

e Limits are applied to each tenant.
e A maximum of 200 calls can be made per second.
e Each second 100 calls will be returned to be used.

Notification Recipient

Manage notification recipients.

Query Notification Recipients

Query notification recipient list.

application/json

required
page integer <int32>
pageSize integer <int32>
sortField string
Enum: "name" "email" "mobile"
sortOrder string
Enum: "ASC" "DESC"
searchTargetFields Array of strings
ltems Enum: "name" "email" "mobile"
searchString string
filters » object
Responses

> 202 Accepted

> 400 Bad/Malformed Request

> 415 Unsupported Media Type

> 500 Internal Server Error

POST /tenants/notifications/recipients/query

Request samples

Payload
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application/json
Copy  Expand a Collapse all

"page":

"pageSize":

"sortField": "name",

"sortOrder": "ASC",

"searchTargetFields":
"name"

"searchString": "string",
"filters": f
"propertyl":
"property2":

Response samples
202

Content type

application/vnd.ruckus.vl+json
Copy  Expand a Collapse all

"totalPages":
"totalElements":
"size":
"content":

"number" :

"sort": {
"empty":
"sorted":
"unsorted":

"pageable": |
"offset":

"sort":
"pageNumber" :
"pageSize":
"paged":
"unpaged":
"first":
"last":
"numberOfElements":

"empty":

Get Notification Recipients

Get notification recipient list.
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Responses

> 200 OK

> 415 Unsupported Media Type

GET /tenants/notificationRecipients

Response samples
200

Content type
application/vnd.ruckus.vl+json

(1 opy L:-:_[_:.jrl da (s |;||'_|-_'-|_' a3

"id": "strin

"description": "string"

"endpoints": [ .. |,
"emailPreferences":
"smsPreferences":
"privilegeGroupId": "string",

"recipientType": "string"

Add Notification Recipient

Add notification recipient.

application/json

required
id string
description string
endpoints > Array of objects (NotificationEndpointDTO)
emailPreferences boolean
smsPreferences boolean
privilegeGroupId string
recipientType string
Responses

> 202 Accepted

> 400 Bad/Malformed Request

> 415 Unsupported Media Type

> 500 Internal Server Error
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POST /tenants/notificationRecipients

Request samples

Payload

Content type

application/json

"id": "string".
"description": "string".
"endpoints":

45

"emailPreferences":
"smsPreferences":
"privilegeGroupId": "string",

"recipientType": "string"

Response samples
202

Content type

application/json

"requestId": "string",
"response": f

"id": "string",
"description": "string"
"endpoints": [ .. |,
"emailPreferences":
"smsPreferences": c
"privilegeGroupId": "string"
"recipientType": "string"

Delete Notification Recipient

Delete notification recipient list.

application/vnd.ruckus.vl+json v
required

Array [

! id string

description

. string
required

emailPreferences boolean

Co oy

Co oy

Expand a

Expand a

Collapse all

Collapse all
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smsPreferences boolean
privilegeGroup > object (PrivilegeGroup)

endpoints > Array of EmailNotificationEndpoint (object) or MobilePushNotificationEndpoint (object) or SmsNotificationEndpoint
(object)

Responses

> 202 Accepted

> 415 Unsupported Media Type

> 500 Internal Server Error

DELETE /tenants/notificationRecipients

Request samples

Payload

Content type

application/vnd.ruckus.vl+json

Copy  Expand a Collapse all

"id": "string",
"description": "string",
"emailPreferences":
"smsPreferences":
"privilegeGroup":

"endpoints": |

Response samples
202

Content type

application/vnd.ruckus.vl+json
Copy  Expand a Collapse all

"requestId": "string",
"response": { }

Tenant
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Manage tenants.

Get Tenant

Get tenant by identifier.

boolean

Responses

> 200 OK
> 415 Unsupported Media Type
GET /tenants/self

Response samples
200

Content type
application/vnd.ruckus.vl+json

Copy  Expand a Collapse all

"id": "string".

"createdDate": "2019-08-24T14:15:222",
"updatedDate": "2019-08-24T14:15:222",
"entitlementId": "string",
"externalModifiedDate": "2019-08-24T14:15:227",
"maintenanceState":

"maintenanceDate": "2019-08-24T14:15:227",
"name": "string",

"externalId": "string",

"admins":

+

"notificationRecipients":

+

"authentications":

45

"almActivated":
"almActivationDate": "2019-08-24T14:15:227",
"almSysAccountId": "string".

"almMigrationFlag":
"almMigrationDate": "2019-08-24T14:15:227",
"accountTier": "string".
"accountVertical": "string",
"obsolete":
"oemName": "string",
"upgradeGroup": "string",
"msp": |
"mspLabel": "string"
"mspFQDN": "string"
"logoUUID": "string"
"alarmNotificationLogoUUID": "string"
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"pingNotificationLogoUUID": "string"
"mlisalLogoUUID": "string"
"pinglLoginLogoUUID": "string"
"defaultLogoUUID": "string"
"contactSupportUrl": "string"
"contractSupportBehavior": "string"
"openCaseUrl": "string"
"openCaseBehavior": "string"
"myOpenCaseUrl": "string"
"myOpenCaseBehavior": "string",
"changePasswordUrl": "string"
"phone": "string",

"email": "string",

"website": "string"
"isDisableNotification":

"MspEcServiceDates": |
"parentMspId": "string"
"serviceExpirationDate": "2019-08-24T14:15:227",
"serviceEffectiveDate": "2019-08-24T14:15:227"

"tenantMFA": {
"mfaStatus": "string"
"recoveryCodes": "string"

"serviceAccount":

"mspPing0OrgId": "string",

"aggregateNotifications":
"excludeecforAggregation":
"pingMigrated":
"inMaintenance":
"account": {
"id": "string",
"createdDate": "2019-08-24T14:15:2227"
"updatedDate": "2019-08-24T14:15:227"
"streetAddress": "string"
"state": "string"
"country": "string"
"postalCode": "string",
“phoneNumber": "string"
"faxNumber": "string"
"city": "string",
"type": "string"
"mappingURL": "string",
"latitude":
"longitude":
"parentId": "string"

"extendedTrial":

"propertyCode": "string",

"expirationEnforcement":
"expirationEnforcementDate": "2019-08-24T14:15:222",
"preferences": "string".

"isActivated":

“ruckusUser":

"delegationsTo":

+

"parentId": "string",

"status": "active".
"tenantType": "REC",

"subscribes": "string"




Update a Tenant

required

newIdmId

var

tenantName

enableMfa

enableSa

enableBeta

enableAlpha

entitlementId

subscribes

requestId

response

userName

missingAdminIds

Responses

> 200 OK

application/vnd.ruckus.vl+json

string

boolean

string

string

boolean

boolean

boolean

string

string

string

string

string

Array of strings

> 415 Unsupported Media Type

pUT /tenants/self

Request samples

Payload

Content type

application/vnd.ruckus.vl+json

"newIdmId":

"var":

"tenantName":
"enableMfa":

"enableSa":

"enableBeta":
"enableAlpha":

"string",

"string",

"string",

"entitlementId": "string",

Update tenant information are tenant name, tenant type,external id by passing the alto tenant id.

v

Copy

Expand a

Collapse a
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"requestId": "string",

"response": "string",

"userName": "string",

"missingAdminIds":
"string"

Response samples
200

Content type
application/vnd.ruckus.vl+json

"requestId": "string"

Get Beta Feature Identifiers

Get list of beta features.

Responses

> 200 OK

> 415 Unsupported Media Type

GET /tenants/betaFeatures

Response samples
200

Content type

application/json

"betaFeatures":

+

"errorMessage": "string",
"invalidFeatureIds":
"string"

Update Beta Feature Identifiers

Update beta feature identifiers.

application/json
required

Co oy

Expand a

Collapse all
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betaFeaturelds Array of strings

Responses

> 200 OK
> 415 Unsupported Media Type

PUT /tenants/betaFeatures

Request samples

Payload

Content type
application/json

Copy  Expand a Collapse all

"betaFeaturelds":
"string"

Response samples

200

Content type

application/json

Copy  Expand a Collapse all

"betaFeatures":

+

"errorMessage": "string",

"invalidFeatureIds":
"string"

Delegation

Manage delegations.

Get Delegation

Get delegation by ID.

delegationId string
required
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Responses

> 200 OK

> 415 Unsupported Media Type

GET /tenants/delegations/{delegationId}

Response samples
200

Content type

application/vnd.ruckus.vl+json

"id": "string".

"createdDate": "2019-08-24T14:15:227",
"updatedDate": "2019-08-24T14:15:227",
"delegatedTo": "string",

"type": "VAR",

"status": "INVITED",

"delegatedBy": "string".

"expiryDate": "2019-08-24T14:15:227",
"delegatedToName": "string",
"delegatedToAdmin": "string",
"parentId": "string",

"isValid":

Respond to Delegation

A VAR uses this endpoint to respond to a delegation invitation; the response is either accept or reject.

delegationld string
required
application/vnd.ruckus.vi+json v

required
[ accePt boolean

required

fromTenantId string
‘ required
Responses

> 202 Accepted
> 415 Unsupported Media Type

» 500 Internal Server Error

PUT /tenants/delegations/{delegationId}
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Request samples

Payload

Content type
application/vnd.ruckus.vl+json

"accept":
"fromTenantId": "string"

Response samples
202

Content type

application/vnd.ruckus.vl+json
Copy  Expand a Collapse all

"requestId": "string",

- "response": |{
"id": "string".
"createdDate": "2019-08-24T14:15:227",
"updatedDate": "2019-08-24T14:15:227",
"delegatedTo": "string",
"type": "VAR",
"status": "INVITED",
"delegatedBy": "string",
"expiryDate": "2019-08-24T14:15:227",
"delegatedToName": "string",
"delegatedToAdmin": "string",
"parentId": "string",
"isValid":

Revoke VAR Delegation

Revoke VAR delegation by ID.

delegationId

; string
required

Responses

> 202 Accepted
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> 415 Unsupported Media Type

> 500 Internal Server Error

DELETE /tenants/delegations/{delegationId}

Response samples
202

Content type
application/vnd.ruckus.vl+json

"requestId": "string",

"response": { |

Grant Access

Grant Ruckus customer support access to my account.

Responses

> 202 Accepted
> 415 Unsupported Media Type
> 500 Internal Server Error

pPOST /tenants/supportDelegations

Response samples
202

Content type

application/json

"requestId": "string",

"response": {
"id": "string",
“createdDate": "2019-08-24T14:15:22Z7",
"updatedDate": "2019-08-24T14:15:227",
"delegatedTo": "string",
"type": "VAR",
"status": "INVITED",
"delegatedBy": "string",
"expiryDate": "2019-08-24T14:15:227",
"delegatedToName": "string",
"delegatedToAdmin": "string",
“parentId": "string",
"isValid":

Col py

Col py

Expand a

Expand a

Collapse all

Collapse all
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Revoke Access

Revoke Ruckus customer support's access to my account.

Responses

> 202 Accepted
> 415 Unsupported Media Type

> 500 Internal Server Error

DELETE /tenants/supportDelegations

Response samples
202

Content type

application/json

Copy Expand a Collapse a

"requestId": "string",

"response": { }

Get Delegations

Get delegation list.

type string
Enum: "VAR" “SUPPORT" "MSP" "SUPPORT EC" "MSP_INSTALLER" "MSP_INTEGRATOR"
" UNKNOWN"
Responses
> 200 OK

> 415 Unsupported Media Type

GET /tenants/delegations

Response samples
200

Content type

application/vnd.ruckus.vl+json

(1 opy L:-:_[_:._-rl;- a (s |-_||'_|;|_' a3



file:///app/static/api/ptenant-offline-0.3.0-public-openapi3.html#tag/Delegation/operation/deleteSupportDelegation
file:///app/static/api/ptenant-offline-0.3.0-public-openapi3.html#tag/Delegation/operation/getDelegations

"id": "string",

"createdDate": "2019-08-24T14:15:227",
"updatedDate": "2019-08-24T14:15:227",
"delegatedTo": "string",

"type": "VAR",

"status": "INVITED",

"delegatedBy": "string",

"expiryDate": "2019-08-24T14:15:227",
"delegatedToName": "string",
"delegatedToAdmin": "string",
"parentId": "string",

"isValid":

Invite VAR

Send invitation to VAR (aka delegate) to manage my account.This operation is not supported using client credentials.

application/vnd.ruckus.vi+json v
required

username string

Responses

> 202 Accepted

> 400 Bad/Malformed Request

> 404 Requested Resource or Related-Entity Not Found
> 415 Unsupported Media Type

> 500 Internal Server Error

pPOST /tenants/delegations

Request samples

Payload

Content type

application/vnd.ruckus.vl+json

"username": "string"

Response samples
202

Content type

application/vnd.ruckus.vl+json
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Copy  Expand a Collapse all

"requestId": "string",

- "response": {
"id": "string",
"createdDate": "2019-08-24T14:15:227",
"updatedDate": "2019-08-24T14:15:227",
"delegatedTo": "string"
"type": "VAR",
"status": "INVITED",
"delegatedBy": "string"
"expiryDate": "2019-08-24T14:15:227",
"delegatedToName": "string"
"delegatedToAdmin": "string"
"parentId": "string"

"isValid":

User Profile

Manage user profiles.

Get User Profile

Get user profile.

Responses

> 200 OK
> 415 Unsupported Media Type
GET /tenants/userProfiles

Response samples
200

Content type

application/vnd.ruckus.vl+json
Copy  Expand a Collapse all
"region": "string",

"allowedRegions":

+

"externalld": "string",

"pver": "string",
"companyName": "string".
"delegatedDogfood":
"firstName": "string",
"lastName": "string",
"username": "string",
"role": "string",
"roles":

"string"
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"detailLevel": "ba",
"dateFormat": "mm/dd/yyyy".
"newDateFormat": "string",
"email": "string",

"var":

“tenantId": "string",
"varTenantId": "string".
"adminId": "string",
"support":

"dogfood":

"edgeBeta": "string",
"alphaStatus": "string".
"phoneNumber": "string",

"customRoleName": "string",

"customRoleType": "string",

"privilegeGroupName": "string",
"privilegeGroupType": "string",
"scopes":

"string"

"preferredLanguage": "string",
"preferredNotifications": |
"emailPreferences":

"smsPreferences":

Update User Profile

Update user profile.

application/vnd.ruckus.vi+json v

required

region string

allowedRegions > Array of objects (Region)
Regions are the continents to which the user is allowed. Currently permitted regions are North America,
European Union and Asia.

externalld string

companyName string

delegatedDogfood boolean
Delegation to a dog food account (internal RUCKUS test accounts, named per the saying, eat your own dog
food).

firstName string

lastName string

username string

rote string

roles Array of strings

detaillLevel string

required Enum: "ba" "it" "su" “debug"


file:///app/static/api/ptenant-offline-0.3.0-public-openapi3.html#tag/User-Profile/operation/updateUser

dateFormat string

required Enum: "mm/dd/yyyy" "dd/mm/yyyy" "yyyy/mm/dd"
newDateFormat string

email string

var boolean
tenantId string
varTenantId string
adminId string
edgeBeta string
alphaStatus string
phoneNumber string
customRoleName string
customRoleType string
privilegeGroupName string
privilegeGroupType string

scopes Array of strings
preferredLanguage string

preferredNotifications > object (PreferredNotifications)

Responses

> 200 Accepted
> 415 Unsupported Media Type
> 500 Internal Server Error

pUT /tenants/userProfiles

Request samples

Payload

Content type

application/vnd.ruckus.vl+json

(i opy L:-:_|_|.j|'| da (s |;||'_|-_'-|_' a3

"region": "string",
"allowedRegions":

o

"externalld": "string",
"companyName": "string",
"delegatedDogfood":

“firstName": "string",



"lastName": "string",
"username": "string",
"role": "string",
"roles":

"string"

"detailLevel": "ba",
"dateFormat": "mm/dd/yyyy".
"newDateFormat": "string",
"email": "string",
"var":
"tenantId": "string",
"varTenantId": "string",
"adminId": "string",
"edgeBeta": "string",
"alphaStatus": "string",
“phoneNumber": "string".
"customRoleName": "string",
"customRoleType": "string",
"privilegeGroupName": "string",
"privilegeGroupType": "string",
"scopes":

"string"

"preferredLanguage": "string",
"preferredNotifications": {
"emailPreferences":

"smsPreferences":

Response samples
200

Content type

application/vnd.ruckus.vl+json
Copy  Expand a Collapse all

"requestId": "string",
- "response": |

"region": "string",
"allowedRegions": [ .. |,
"externalId": "string",
"pver": "string",
"companyName": "string"
"delegatedDogfood":
"firstName": "string"
"lastName": "string",
"username": "string"
"role": "string"
"roles": [ .. |,
"detaillLevel": "ba"
"dateFormat": "mm/dd/yyyy".
"newDateFormat": "string"
"email": "string"
"var":

"tenantId": "string",

"varTenantId": "string"




"support":

"dogfood":

"edgeBeta": "string",
"alphaStatus": "string",
"phoneNumber": "string",
"customRoleName": "string".
"customRoleType": "string",
"privilegeGroupName": "string",
"privilegeGroupType": "string".
"scopes": [ .. |,
"preferredLanguage": "string",
"preferredNotifications":

Get Account

Get account details.

Responses

> 200 OK

> 415 Unsupported Media Type

GET | /tenants/accounts

Response samples
200

Content type

application/json

"organization": "string",
"address": "string",

“city": "string",
"stateOrProvince": "string",
"zip": "string",

"country": "string"

Privacy Features

Manage privacy features.

Get Configured Privacy Settings

Get configured privacy settings.

string
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Responses

> 200 OK
> 415 Unsupported Media Type
GET /tenants/privacySettings
Response samples

200

Content type

application/vnd.ruckus.vl+json
Copy  Expand a Collapse all

"privacyFeatures":

+

Clear and Save Privacy Settings

Clear and save privacy settings.

application/json
required

privacyFeatures > Array of objects (PrivacyFeature)
Manage privacy settings, including arc and related features.

Responses

> 200 OK
> 415 Unsupported Media Type
POST /tenants/privacySettings

Request samples

Payload

Content type

application/json
Copy  Expand a Collapse all

"privacyFeatures":

+

Response samples
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Content type

application/vnd.ruckus.vl+json

Copy  Expand a Collapse all

"privacyFeatures":

+ Lo

Add or Update Privacy Settings

Configure, add, or update tenant-specific privacy settings such as arc, visibility controls, and related features.

application/json
required

privacyFeatures > Array of objects (PrivacyFeature)
Manage privacy settings, including arc and related features.

Responses

> 200 OK
> 415 Unsupported Media Type
PATCH | /tenants/privacySettings

Request samples

Payload

Content type

application/json

Copy  Expand a Collapse all

"privacyFeatures":

+ 1 - f

Response samples
200

Content type

application/vnd.ruckus.vl+json
Copy  Expand a Collapze all

"privacyFeatures":

45
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Administrator

Manage administrators.

Get Administrator

Get list of administrators.

withExternalld boolean
Default: false

Responses

> 200 OK
> 415 Unsupported Media Type

GET /admins

Response samples

200

Content type

application/vnd.ruckus.vl+json

Copy Expand a Collapze a

"id": "string",
"externalld": "string",
"email": "string",
“name": "string",
"lastName": "string",
"phoneNumber": "string",
"role": "string".
"delegateToALLlECs":
"delegatedECs": [ ..
"detailLevel": "ba",

"authenticationId": "string"

Update Administrator

Update administrator.

updateSwuld boolean
Default: false

application/vnd.ruckusvl+json Vv
required

id string
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externalld string

email

. string
required
name string
lastName string
phoneNumber string
role. string
required
delegateToAllECs boolean
If set to true, this admin is permitted to manage all delegated account IDs (RECs or MSP-ECs).
delegatedECs Array of strings
List of delegated account IDs (RECs or MSP-ECs) that this admin is permitted to manage.
detailLevel string
Enum: "ba" "it" "su" "debug"
Enum Meaning
ba Show events appropriate for a basic user.
it Show events appropriate for someone having training as an IT administrator.
su Show events appropriate for a super user.
debug Show events useful for debugging purposes.
authenticationId string
Responses

> 202 Accepted

> 415 Unsupported Media Type

> 500 Internal Server Error

PUT /admins

Request samples

Payload

Content type

application/vnd.ruckus.vi+json
Collapse a

"id": "string",
"externalId": "string",
"email": "string",
"name": "string",
"lastName": "string",
"phoneNumber": "string",
"role": "string",
"delegateToALlECs":




"string"

"detaillLevel": "ba",

"authenticationId": "string"

Response samples
202

Content type

application/vnd.ruckus.vl+json

Copy  Expand a Collapse all

"requestId": "string",

"response": {
"id": "string",
"createdDate": "2019-08-24T14:15:227"
"updatedDate": "2019-08-24T14:15:222"
"detaillLevel": "ba"
"externalId": "string",
"adminRoles": [ .. |,
"adminAppSettings": [ .. |,
"dateFormat": "mm/dd/yyyy".
"username": "string"
"authentication": {
"firstName": "string"
"lastName": "string",
"phoneNumber": "string"
"local":
"defaultTenant": "string"
"parentId": "string"

Add Administrator

Add administrator.

application/vnd.ruckus.vl+json
required

id string
externalld string

email

: string
required

name string
lastName string
phoneNumber string

role

. string
required

delegateToAllECs boolean
If set to true, this admin is permitted to manage all delegated account IDs (RECs or MSP-ECs).
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delegatedECs Array of strings
List of delegated account IDs (RECs or MSP-ECs) that this admin is permitted to manage.

detaillLevel string
Enum: "ba" "it" "su" "debug"

Enum Meaning

ba Show events appropriate for a basic user.
it Show events appropriate for someone having training as an IT administrator.
su Show events appropriate for a super user.

debug Show events useful for debugging purposes.

authenticationId string

Responses

> 202 Accepted
> 400 Bad/Malformed Request
> 415 Unsupported Media Type

> 500 Internal Server Error
POST /admins

Request samples

Payload

Content type
application/vnd.ruckus.vl+json

Collapse a

"id": "string",
"externalld": "string",
"email": "string",
"name": "string",
"lastName": "string",
“phoneNumber": "string",
"role": "string",
"delegateToALLECs":
"delegatedECs":

"string"

"detaillLevel": "ba",

"authenticationId": "string"

Response samples

202

Content type
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"requestId": "string",
"response": {

"id": "string",

"createdDate": "2019-08-24T14:15:227"
"updatedDate": "2019-08-24T14:15:227"
"detailLevel": "ba"

"externalld": "string",

"adminRoles": [ .. ],
"adminAppSettings": [ .. |,
"dateFormat": "mm/dd/yyyy".
"username": "string"
"authentication":

"firstName": "string"

"lastName": "string",

"phoneNumber": "string"

"local":

"defaultTenant": "string"

"parentId": "string"

Delete Administrators

Delete administrators in bulk.
application/vnd.ruckus.vi+json v
required

Array [
string

]

Responses

> 202 Accepted

> 415 Unsupported Media Type

> 500 Internal Server Error

DELETE /admins

Request samples
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Payload

Content type

application/vnd.ruckus.vl+json

"string"

Response samples

202

Content type

application/vnd.ruckus.vl+json

Copy  Expand a Collapse a

"requestId": "string",
"response": { |}

Get Administrator

Get list of administrators.

withExternalld boolean
Default: false

application/json

required
page integer <int32>
pageSize integer <int32>
sortField string
Enum: "name" "username" "role" "authenticationType"
sortOrder string
Enum: "ASC" "DESC"
searchTargetFields Array of strings
Iltems Enum: "name" "username"
searchString string
filters > object
Responses
> 200 OK

> 415 Unsupported Media Type
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Request samples

Payload

Content type

application/json

"page":

"pageSize":

"sortField": "name",

"sortOrder": "ASC",

"searchTargetFields":
"name"

"searchString": "string",

"filters":
"propertyl":
"property2": { }

Response samples
200

Content type
application/vnd.ruckus.vl+json

"totalPages":
"totalElements":
"size":

"content":

"number" :

"sort": {
"empty":
"sorted":
"unsorted":

"pageable": {
"offset":

"sort": { .. },
"pageNumber":
"pageSize":
"paged":
"unpaged":

"first":

"last":
"numberOfElements":
"empty":

Col Py

Col oy

Expand a

Expand a

Collapse all

Collapse all
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Get Administrator

Get administrator by identifier.

adminId

A string
required

Responses

> 200 OK

> 415 Unsupported Media Type

GET /admins/{adminId}

Response samples
200

Content type
application/vnd.ruckus.vl+json

i opy L:-:_|_|.j|'|;- a [ |;||'_|-_'-|_' &

"id": "string",
"externalId": "string",
"email": "string".
"name": "string",
"lastName": "string",
“phoneNumber": "string".
“role": "string",
"delegateToALLECs":
"delegatedECs":

"string"

"detaillLevel": "ba",

"authenticationId": "string"

Delete Administrator

Delete administrator by identifier.

adminId

. string
required

Responses

> 202 Accepted

> 415 Unsupported Media Type
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> 500 Internal Server Error

DELETE /admins/{adminId}

Response samples
202

Content type

application/vnd.ruckus.vl+json

Expand a Collapse a

"requestId": "string",
"response": { }

acx-mobile-push-notification-endpoint-controller

Add Mobile Push Notification

Add mobile push notification.

app string

application/vnd.ruckus.vi+json Vv

required
id string
destination string
required The email address to which notifications are sent.
active boolean
status string
Enum: "OK" "BOUNCED"
This parameter is set to bounced when emails are not deliverable to the destination.
type string
EmailNotificationEndpointv
Responses
> 200 OK

> 415 Unsupported Media Type

POST /tenants/mobilePushNotifications

Request samples

Payload

Content type

application/vnd.ruckus.vl+json
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EmailNotificationEndpoint

"id": "string".

"destination": "string",

"active":

"status": "OK",

"type": "EmailNotificationEndpoint"

Response samples

200

Content type

application/vnd.ruckus.vl+json

Copy  Expand a Collapse all

"requestId": "string",
"response": {
"id": "string",
"createdDate": "2019-08-24T14:15:227",
"updatedDate": "2019-08-24T14:15:227",
"destination": "string",
"active":
"status": "OK",
“type": "string",
"parentId": "string".
"platform": "string",
"deviceToken": "string",

"deviceId": "string"

authentication-controller

Get Authentications

Get all authentications.

withExtendedRole boolean
Default: false

Responses

> 200 OK

> 415 Unsupported Media Type

GET /tenants/authentications

Response samples
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200

Content type

application/vnd.ruckus.vi+json

Copy Expand a Collapse a

"id": "string",

"clientID": "string",

"clientSecret": "string",

"scopes": "string",

"tokenURL": "string",
"authorizationURL": "string",
"authenticationType": "IDM",
"samlFileURL": "string",

"name": "string",

"clientIDStatus": "ACTIVE",
“samlFileType": "DIRECT URL",

"domains": [ .. |.
"samlSignatureEnabled":
"samlEncryptionCertificateId": "string",
"parentTenantId": "string",
"samlEncryptionPublicCertificate": "string",
"samlEncryptionPrivateKey": "string"

Add Authentication

Add authentication.

application/vnd.ruckus.vi+json v

required

id string

clientID string

clientSecret string

scopes string

tokenURL string

authorizationURL string

authenticationType string

required Enum: "IDM" "SAML" "OATH2 OIDC" "OAUTH2 CLIENT CREDENTIALS" "LDAP"
"GOOGLE_WORKSPACE"

samlFileURL string

namel string

required

clientIDStatus string
Enum: "ACTIVE" "REVOKED"

samlFileType string

Enum: "DIRECT URL" "FILE"

domains Array of strings
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samlSignatureEnabled boolean
samlEncryptionCertificateId string
parentTenantId string
samlEncryptionPublicCertificate string

samlEncryptionPrivateKey string

Responses

> 200 OK
> 415 Unsupported Media Type

POST /tenants/authentications

Request samples

Payload

Content type
application/vnd.ruckus.vl+json

"id": "string",
"clientID": "string",
"clientSecret": "string".
"scopes": "string",
"tokenURL": "string",
"authorizationURL": "string",
"authenticationType": "IDM",
"samlFileURL": "string",
"name": "string".
"clientIDStatus": "ACTIVE",
"samlFileType": "DIRECT URL"
"domains":

“string"

"samlSignatureEnabled":

"samlEncryptionCertificateId": "string",
"parentTenantId": "string",
"samlEncryptionPublicCertificate": "string",

"samlEncryptionPrivateKey": "string"

Response samples
200

Content type
application/vnd.ruckus.vl+json

"id": "string".

Col oy
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Expand a

Collapse all

Collapse all




"clientSecret": "string",
"scopes": "string",
"tokenURL": "string",
"authorizationURL": "string",
"authenticationType": "IDM",
"samlFileURL": "string",
"name": "string",
"clientIDStatus": "ACTIVE",
"samlFileType": "DIRECT URL"
"domains":

"string"

"samlSignatureEnabled":

"samlEncryptionCertificateId": "string",
"parentTenantId": "string",
"samlEncryptionPublicCertificate": "string",
"samlEncryptionPrivateKey": "string"




