Policy Evaluation (0.0.3)

License: RUCKUS Cloud Privacy Policy

Overview

The Policy Evaluation REST API's allow the evaluation of a policy with the provided criteria. A policy with attributes set, where the
provided criteria is not provided will always fail. The text for matching criteria can be found in the policy criteria attributes in the policy
management API.

What This API Does

o Evaluate policies against provided criteria
e Return evaluation results with detailed results to apply
o Support for complex policy evaluation scenarios

Authentication

All API calls require valid authentication via Bearer token in Authorization header.

Error Handling

The APl uses standard HTTP status codes with detailed error messages in the response body.

Common Error Responses

All endpoints may return these common error responses:

o 400 Bad Request: Invalid input data or validation errors
e 401 Unauthorized: Missing or invalid authentication

e 403 Forbidden: Insufficient permissions

o 404 Not Found: Requested resource doesn't exist

e 422 Unprocessable Entity: Business rule violations

o 500 Internal Server Error: Unexpected server errors

Criteria Evaluation

Evaluates policy criteria provided and identifies the matching policy.

Evaluate Criteria

Evaluates the criteria provided and returns the matched response from the first matching policy within the specified set, or it will
indicate that no match was found. A policy has additional required criteria and no matching test criteria is provided, that will be
considered a failure. Additional test attributes that are provided but are not required within a policy will be ignored and not considered
a match failure.

PATH PARAMETERS

policySetId

A string <uuid>
required

REQUEST BODY SCHEMA:  application/json v
required

Schema not provided

Responses

— 200


https://support.ruckuswireless.com/ruckus-cloud-privacy-policy
file:///app/static/api/policy-evaluator-0.0.3.1.html#section/Overview
file:///app/static/api/policy-evaluator-0.0.3.1.html#section/Overview/What-This-API-Does
file:///app/static/api/policy-evaluator-0.0.3.1.html#section/Overview/Authentication
file:///app/static/api/policy-evaluator-0.0.3.1.html#section/Overview/Error-Handling
file:///app/static/api/policy-evaluator-0.0.3.1.html#section/Overview/Common-Error-Responses
file:///app/static/api/policy-evaluator-0.0.3.1.html#tag/Criteria-Evaluation
file:///app/static/api/policy-evaluator-0.0.3.1.html#tag/Criteria-Evaluation/operation/evaluateReport

Policy set was evaluated and results are returned.

> 400

Invalid evaluation criteria provided.

> 404

Policy set to evaluate is not found.

> 409

The Date range criteria provided could not be properly parsed.

POST | /policySets/{policySetId}/evaluationReports

Response samples

Content type

application/json
Expand all  Collapse all

"requestId": "string",

"status": "100 CONTINUE",
"timestamp": "2019-08-24T14:15:227",
"message": "string",

"debugMessage": "string",
"nestedErrors":

+

"errors":

+




