
—202	

400	

No	sample

publicKey
required

privateKey

password

/certificateAuthorities

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

caId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/uploadCa_1
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/downloadCaDer_1_1


200	

404	

No	sample

/certificateAuthorities/{caId}

—200	

caId
required

password

includeChain

/certificateAuthorities/{caId}

"password":	"string"

"includeChain":	true

caId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/downloadCaP12_1
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/deleteCa


—202	

/certificateAuthorities/{caId}

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

—202	

caId
required

name

description

/certificateAuthorities/{caId}

"name":	"string"

"description":	"string"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/patchCa


"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

"ONBOARD"

2048 3072 4096

"SHA_1" "SHA_256" "SHA_384" "SHA_512"

—202	

400	

caId
required

description

name
required

caType
required

defaultAccess

policySetId

onboard

chromebook

keyLength
required

algorithm
required

identityGroupId
required

/certificateAuthorities/{caId}/templates

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/createTemplateWithOnboardCa


"description":	"string"

"name":	"string"

"caType":	"ONBOARD"

"defaultAccess":	true

"policySetId":	"string"

"onboard":	-
"commonNamePattern":	"string"

"emailPattern":	"string"

"notAfterType":	"SPECIFIED_DATE"

"notAfterValue":	0

"notBeforeType":	"SPECIFIED_DATE"

"notBeforeValue":	0

"notAfterDate":	"2019-08-24T14:15:22Z"

"notBeforeDate":	"2019-08-24T14:15:22Z"

"organizationPattern":	"string"

"organizationUnitPattern":	"string"

"localityPattern":	"string"

"statePattern":	"string"

"countryPattern":	"string"

"certificateType":	"CLIENT"

"chromebook":	-
"apiKey":	"string"

"certRemovalType":	"NONE"

"enrollmentType":	"USER"

"notifyAppId":	"string"

"accountCredential":	"string"

"enabled":	true

"keyLength":	2048

"algorithm":	"SHA_1"

"identityGroupId":	"string"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

caId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/queryTemplatesByCa


"ASC" "DESC"

200	

fields

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

/certificateAuthorities/{caId}/templates/query

"fields":	-
"string"

"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

"searchString":	"string"

"filters":	-
"caId":	 	…	+
"networkId":	"string"



"fields":	-
"string"

"totalCount":	0

"totalPages":	0

"page":	0

"data":	-
	…	+

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

"SHA_1" "SHA_256" "SHA_384" "SHA_512"

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

caId
required

name
required

commonName
required

description

organization

organizationUnit

email

startDate
required

expireDate
required

keyLength
required

algorithm
required

title

locality

state

country

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/createSubCa


—202	

400	

/certificateAuthorities/{caId}/subCas

"name":	"string"

"commonName":	"string"

"description":	"string"

"organization":	"string"

"organizationUnit":	"string"

"email":	"string"

"startDate":	"2019-08-24T14:15:22Z"

"expireDate":	"2019-08-24T14:15:22Z"

"keyLength":	2048

"algorithm":	"SHA_1"

"title":	"string"

"locality":	"string"

"state":	"string"

"country":	"string"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

caId
required

fields

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/querySubCas


"ASC" "DESC"

200	

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

/certificateAuthorities/{caId}/subCas/query

"fields":	-
"string"

"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

"searchString":	"string"

"filters":	-
"status":	"INVALID"

"fields":	-
"string"

"totalCount":	0

"totalPages":	0



"page":	0

"data":	-
	…	+

—202	

caId
required

privateKey
required

password

/certificateAuthorities/{caId}/privateKeys

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

—202	

caId
required

/certificateAuthorities/{caId}/privateKeys

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/uploadCaPrivateKey
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/deleteCaPrivateKey


"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

"ASC" "DESC"

200	

fields

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

/certificateAuthorities/query

"fields":	-
"string"

"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

"searchString":	"string"

"filters":	-
"status":	"INVALID"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/queryCas


"fields":	-
"string"

"totalCount":	0

"totalPages":	0

"page":	0

"data":	-
	…	+

200	

radiusProfileId
required

pageable
required

/radiusProfiles/{radiusProfileId}/certificateAuthorities

"id":	"string"

"name":	"string"

"commonName":	"string"

"description":	"string"

"organization":	"string"

"organizationUnit":	"string"

"email":	"string"

"startDate":	"2019-08-24T14:15:22Z"

"expireDate":	"2019-08-24T14:15:22Z"

"keyLength":	2048

"algorithm":	"SHA_1"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/getCAsByRadiusId


"algorithm":	"SHA_1"

"title":	"string"

"locality":	"string"

"state":	"string"

"country":	"string"

"publicKeyBase64":	"string"

"privateKeyBase64":	"string"

"publicKeyShaThumbprint":	"string"

"serialNumber":	"string"

"usages":	-
"SERVER_AUTH"

"templateCount":	0

"templateNames":	-
"string"

"ocspName":	"string"

"ocspHash":	"string"

"keyUsages":	-
"DIGITAL_SIGNATURE"

"chain":	"string"

"details":	"string"

"status":	-
"INVALID"

—200	

caId
required

/certificateAuthorities/{caId}/chains

200	

404	

certId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Authority/operation/downloadCaChainPKCS7_1
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/downloadCertPem_1


No	sample

/certificates/{certId}

—200	

certId
required

password

includeChain

/certificates/{certId}

"password":	"string"

"includeChain":	true

—202	

certId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/downloadServerCertP12_1
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/deleteCert


404	

409	

/certificates/{certId}

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

—202	

certId
required

name

revocationReason

description

notAfterDate

/certificates/{certId}

"name":	"string"

"revocationReason":	"string"

"description":	"string"

"notAfterDate":	"2019-08-24T14:15:22Z"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/patchCert


"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

"ASC" "DESC"

200	

fields

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

/certificates/query

"fields":	-
"string"

"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/queryCerts


"searchString":	"string"

"filters":	-
"status":	"INVALID"

"extendedKeyUsages":	 	…	+
"keyUsages":	 	…	+

"fields":	-
"string"

"totalCount":	0

"totalPages":	0

"page":	0

"data":	-
	…	+

—202	

certificateFile
required

privateKeyFile

password

name
required

/certificates

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/uploadCert


"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

"ASC" "DESC"

200	

caId
required

fields

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

/certificateAuthorities/{caId}/certificates/query

"fields":	-
"string"

"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

"searchString":	"string"

"filters":	-
"status":	"INVALID"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/getByCaId


"extendedKeyUsages":	 	…	+
"keyUsages":	 	…	+

"fields":	-
"string"

"totalCount":	0

"totalPages":	0

"page":	0

"data":	-
	…	+

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[\w!#$%&’*+/=?`{|}~^-]+(?:\.[\w!#$%&’*+/=?`{...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

caId
required

name
required

commonName

notBeforeDate
required

notAfterDate
required

email

title

revocationReason

organization

keyLength
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/createCert


^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

^[.\p{Alnum}\p{Space}~&;:\\\/\'\?\,\$\{\}\.\(...	 Show	pattern

"DIGITAL_SIGNATURE" "KEY_ENCIPHERMENT"

"SHA_1" "SHA_256" "SHA_384" "SHA_512"

"SERVER_AUTH" "CLIENT_AUTH"

—202	

400	

locality

state

country

organizationUnit

keyUsages

description

algorithm
required

csrString

extendedKeyUsages

/certificateAuthorities/{caId}/certificates

"name":	"string"

"commonName":	"string"

"notBeforeDate":	"2019-08-24T14:15:22Z"

"notAfterDate":	"2019-08-24T14:15:22Z"

"email":	"string"

"title":	"string"

"revocationReason":	"string"

"organization":	"string"

"keyLength":	2048

"locality":	"string"

"state":	"string"

"country":	"string"

"organizationUnit":	"string"

"keyUsages":	



"keyUsages":	-
"DIGITAL_SIGNATURE"

"description":	"string"

"algorithm":	"SHA_1"

"csrString":	"string"

"extendedKeyUsages":	-
"SERVER_AUTH"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

—200	

certId
required

/certificates/{certId}/chains

"SERVER" "CLIENT"

200	

radiusProfileId
required

certType
required

pageable
required

/radiusProfiles/{radiusProfileId}/certificates

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/downloadServerCertChainInPkcs7_1
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Server-and-Client-Certificate/operation/getCertificatesByRadiusId


/radiusProfiles/{radiusProfileId}/certificates

"id":	"string"

"name":	"string"

"commonName":	"string"

"createDate":	"2019-08-24T14:15:22Z"

"notBeforeDate":	"2019-08-24T14:15:22Z"

"notAfterDate":	"2019-08-24T14:15:22Z"

"email":	"string"

"title":	"string"

"revocationDate":	"2019-08-24T14:15:22Z"

"revocationReason":	"string"

"serialNumber":	"string"

"shaThumbprint":	"string"

"publicKeyBase64":	"string"

"organization":	"string"

"keyLength":	2048

"certificateAuthorityName":	"string"

"locality":	"string"

"state":	"string"

"country":	"string"

"organizationUnit":	"string"

"keyUsages":	-
"DIGITAL_SIGNATURE"

"privateKeyBase64":	"string"

"chain":	"string"

"details":	"string"

"description":	"string"

"algorithm":	"SHA_1"

"status":	-
"INVALID"

"extendedKeyUsages":	-
"SERVER_AUTH"

templateId
required

identityId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/generateCertToIdentity


—202	

400	

csrString

userName

description

variableValues

/certificateTemplates/{templateId}/identities/{identityId}/certificates

"csrString":	"string"

"userName":	"string"

"description":	"string"

"variableValues":	-
"property1":	"string"

"property2":	"string"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

templateId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/getCertsByIdentity


"ASC" "DESC"

200	

identityId
required

fields

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

/certificateTemplates/{templateId}/identities/{identityId}/certificates/query

"fields":	-
"string"

"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

"searchString":	"string"

"filters":	-
"status":	"INVALID"



"fields":	-
"string"

"totalCount":	0

"totalPages":	0

"page":	0

"data":	-
	…	+

—202	

400	

templateId
required

csrString

userName

description

variableValues

/certificateTemplates/{templateId}/certificates

"csrString":	"string"

"userName":	"string"

"description":	"string"

"variableValues":	-
"property1":	"string"

"property2":	"string"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/generateCert


"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

""

true

200	

404	

No	sample

certId
required

templateId
required

password

includeChain

/certificateTemplates/{templateId}/certificates/{certId}

certId
required

templateId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/downloadCertDer_1_1_1
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/downloadCertP12_1


—200	

password

includeChain

/certificateTemplates/{templateId}/certificates/{certId}

"password":	"string"

"includeChain":	true

—202	

templateId
required

certId
required

revocationReason

/certificateTemplates/{templateId}/certificates/{certId}

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/patchCert_1


"revocationReason":	"string"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

"ASC" "DESC"

200	

templateId
required

fields

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

/certificateTemplates/{templateId}/certificates/query

"fields":	-
"string"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/queryCerts_1


"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

"searchString":	"string"

"filters":	-
"status":	"INVALID"

"fields":	-
"string"

"totalCount":	0

"totalPages":	0

"page":	0

"data":	-
	…	+

"ASC" "DESC"

200	

fields

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/queryAllCerts


/certificateTemplates/certificates/query

"fields":	-
"string"

"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

"searchString":	"string"

"filters":	-
"status":	"INVALID"

"fields":	-
"string"

"totalCount":	0

"totalPages":	0

"page":	0

"data":	-
	…	+

certId
required

templateId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Device-Certificate/operation/downloadCertChainInPkcs7_1


—200	

/certificateTemplates/{templateId}/certificates/{certId}/chains

—202	

templateId
required

policySetId
required

/certificateTemplates/{templateId}/policySets/{policySetId}

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

—202	

templateId
required

policySetId
required

/certificateTemplates/{templateId}/policySets/{policySetId}

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/certTempUpdatePolicySetId
file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/certTempRemovePolicySetId


"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

0

20

200	

templateId
required

page

size

sort

/certificateTemplates/{templateId}/scepKeys

"totalPages":	0

"totalElements":	0

"size":	0

"content":	-

"number":	0

"sort":	-
"empty":	true

"sorted":	true

"unsorted":	true

"pageable":	-
"offset":	0

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/getScepKeys


"offset":	0

"sort":	 	…	+
"paged":	true

"pageNumber":	0

"pageSize":	0

"unpaged":	true

"first":	true

"last":	true

"numberOfElements":	0

"empty":	true

"IGNORE" "MAC_ADDRESS" "USERNAME" "DEVICE_NAME" "EMAIL" "LOCATION"

"IGNORE" "MAC_ADDRESS" "USERNAME" "DEVICE_NAME" "EMAIL" "LOCATION"

templateId
required

description

enabled

name
required

allowedSubnets

blockedSubnets

challengePassword

expirationDate
required

overrideDays

scepKey

cnValue1
required

cnValue2
required

cnValue3

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/createScepKey


"IGNORE" "MAC_ADDRESS" "USERNAME" "DEVICE_NAME" "EMAIL" "LOCATION"

"NONE" "STATIC" "MICROSOFT_INTUNE"

—202	

400	

required

challengePasswordType
required

intuneTenantId

azureApplicationId

azureApplicationKey

/certificateTemplates/{templateId}/scepKeys

"description":	"string"

"enabled":	true

"name":	"string"

"allowedSubnets":	"string"

"blockedSubnets":	"string"

"challengePassword":	"string"

"expirationDate":	"2019-08-24T14:15:22Z"

"overrideDays":	365

"scepKey":	"string"

"cnValue1":	"IGNORE"

"cnValue2":	"IGNORE"

"cnValue3":	"IGNORE"

"challengePasswordType":	"NONE"

"intuneTenantId":	"string"

"azureApplicationId":	"string"

"azureApplicationKey":	"string"



"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

0

20

200	

templateId
required

page

size

sort

/certificateTemplates/{templateId}/notifications

"totalPages":	0

"totalElements":	0

"size":	0

"content":	-

"number":	0

"sort":	-
"empty":	true

"sorted":	true

"unsorted":	true

"pageable":	-
"offset":	0

"sort":	 	…	+
"paged":	true

"pageNumber":	0

"pageSize":	0

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/getNotifications


"pageSize":	0

"unpaged":	true

"first":	true

"last":	true

"numberOfElements":	0

"empty":	true

^[\w!#$%&’*+/=?`{|}~^-]+(?:\.[\w!#$%&’*+/=?`{...	 Show	pattern

"ON_ISSUANCE" "ON_REVOCATION" "ON_EXPIRATION" "ON_REVOKED_USE"

"EMAIL_ELSE_SMS" "SMS_ELSE_EMAIL" "EMAIL_AND_SMS" "EMAIL_ONLY" "SMS_ONLY"
"EMAIL_ADMINISTRATOR"

—202	

400	

templateId
required

dateValue

emailSubject

email

emailTemplate

notificationEvent

notificationMethod

notificationMethodData

smsSubject

smsTemplate

staticDerivedDateType

/certificateTemplates/{templateId}/notifications

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/createNotification


"dateValue":	"string"

"emailSubject":	"string"

"email":	"string"

"emailTemplate":	"string"

"notificationEvent":	"ON_ISSUANCE"

"notificationMethod":	"EMAIL_ELSE_SMS"

"notificationMethodData":	"string"

"smsSubject":	"string"

"smsTemplate":	"string"

"staticDerivedDateType":	"string"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

0

20

200	

templateId
required

page

size

sort

/certificateTemplates/{templateId}/msiPackages

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/getMsiPackages


/certificateTemplates/{templateId}/msiPackages

"totalPages":	0

"totalElements":	0

"size":	0

"content":	-

"number":	0

"sort":	-
"empty":	true

"sorted":	true

"unsorted":	true

"pageable":	-
"offset":	0

"sort":	 	…	+
"paged":	true

"pageNumber":	0

"pageSize":	0

"unpaged":	true

"first":	true

"last":	true

"numberOfElements":	0

"empty":	true

templateId
required

description

enabled

name

allowedSubnets

blockedSubnets

expirationDate

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/createMsiPackage


"USER_TYPE" "MACHINE_TYPE"

"COMPUTER_NAME" "CURRENT_USER"

—202	

400	

required

productId

productName
required

profileType
required

usernameVariableSource
required

/certificateTemplates/{templateId}/msiPackages

"description":	"string"

"enabled":	true

"name":	"string"

"allowedSubnets":	"string"

"blockedSubnets":	"string"

"expirationDate":	"2019-08-24T14:15:22Z"

"productId":	"string"

"productName":	"string"

"profileType":	"USER_TYPE"

"usernameVariableSource":	"COMPUTER_NAME"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/queryTemplates


"ASC" "DESC"

200	

fields

page

pageSize

sortField

sortOrder

searchTargetFields

searchString

filters

/certificateTemplates/query

"fields":	-
"string"

"page":	0

"pageSize":	0

"sortField":	"string"

"sortOrder":	"ASC"

"searchTargetFields":	-
"string"

"searchString":	"string"

"filters":	-
"caId":	 	…	+
"networkId":	"string"



"fields":	-
"string"

"totalCount":	0

"totalPages":	0

"page":	0

"data":	-
	…	+

200	

404	

templateId
required

/certificateTemplates/{templateId}

"id":	"string"

"description":	"string"

"name":	"string"

"caType":	"ONBOARD"

"defaultAccess":	true

"policySetId":	"string"

"onboard":	-
"commonNamePattern":	"string"

"emailPattern":	"string"

"notAfterType":	"SPECIFIED_DATE"

"notAfterValue":	0

"notBeforeType":	"SPECIFIED_DATE"

"notBeforeValue":	0

"notAfterDate":	"2019-08-24T14:15:22Z"

"notBeforeDate":	"2019-08-24T14:15:22Z"

"organizationPattern":	"string"

"organizationUnitPattern":	"string"

"localityPattern":	"string"

"statePattern":	"string"

"countryPattern":	"string"

"certificateType":	"CLIENT"

"certificateAuthorityName":	"string"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/getTemplateById


"chromebook":	-
"apiKey":	"string"

"certRemovalType":	"NONE"

"enrollmentType":	"USER"

"notifyAppId":	"string"

"accountCredential":	"string"

"enabled":	true

"type":	"string"

"projectId":	"string"

"privateKeyId":	"string"

"privateKey":	"string"

"clientEmail":	"string"

"clientId":	"string"

"authUri":	"string"

"tokenUri":	"string"

"enrollmentUrl":	"string"

"keyLength":	2048

"algorithm":	"SHA_1"

"certificateCount":	0

"certificateNames":	-
"string"

"variables":	-
"string"

"networkCount":	0

"identityGroupId":	"string"

—202	

templateId
required

/certificateTemplates/{templateId}

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/deleteTemplate
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"SHA_1" "SHA_256" "SHA_384" "SHA_512"

—202	

templateId
required

description

name

defaultAccess

onboard

chromebook

keyLength

algorithm

/certificateTemplates/{templateId}

"description":	"string"

"name":	"string"

"defaultAccess":	true

"onboard":	-
"commonNamePattern":	"string"

"emailPattern":	"string"

"notAfterType":	"SPECIFIED_DATE"

"notAfterValue":	0

"notBeforeType":	"SPECIFIED_DATE"

"notBeforeValue":	0

"notAfterDate":	"2019-08-24T14:15:22Z"

"notBeforeDate":	"2019-08-24T14:15:22Z"

"organizationPattern":	"string"

"organizationUnitPattern":	"string"

"localityPattern":	"string"

"statePattern":	"string"



"statePattern":	"string"

"countryPattern":	"string"

"certificateType":	"CLIENT"

"chromebook":	-
"apiKey":	"string"

"certRemovalType":	"NONE"

"enrollmentType":	"USER"

"notifyAppId":	"string"

"accountCredential":	"string"

"enabled":	true

"keyLength":	2048

"algorithm":	"SHA_1"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

200	

404	

templateId
required

scepKeyId
required

/certificateTemplates/{templateId}/scepKeys/{scepKeyId}

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/getScepKeyById


"id":	"string"

"description":	"string"

"enabled":	true

"name":	"string"

"allowedSubnets":	"string"

"blockedSubnets":	"string"

"challengePassword":	"string"

"expirationDate":	"2019-08-24T14:15:22Z"

"overrideDays":	365

"scepKey":	"string"

"cnValue1":	"IGNORE"

"cnValue2":	"IGNORE"

"cnValue3":	"IGNORE"

"challengePasswordType":	"NONE"

"intuneTenantId":	"string"

"azureApplicationId":	"string"

"azureApplicationKey":	"string"

"enrollmentUrl":	"string"

—202	

templateId
required

scepKeyId
required

/certificateTemplates/{templateId}/scepKeys/{scepKeyId}

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/deleteScepKey
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"IGNORE" "MAC_ADDRESS" "USERNAME" "DEVICE_NAME" "EMAIL" "LOCATION"

"IGNORE" "MAC_ADDRESS" "USERNAME" "DEVICE_NAME" "EMAIL" "LOCATION"

"IGNORE" "MAC_ADDRESS" "USERNAME" "DEVICE_NAME" "EMAIL" "LOCATION"

"NONE" "STATIC" "MICROSOFT_INTUNE"

templateId
required

scepKeyId
required

description

enabled

name
required

allowedSubnets

blockedSubnets

challengePassword

expirationDate
required

overrideDays

scepKey

cnValue1
required

cnValue2
required

cnValue3
required

challengePasswordType
required

intuneTenantId

azureApplicationId



—202	

azureApplicationKey

/certificateTemplates/{templateId}/scepKeys/{scepKeyId}

"description":	"string"

"enabled":	true

"name":	"string"

"allowedSubnets":	"string"

"blockedSubnets":	"string"

"challengePassword":	"string"

"expirationDate":	"2019-08-24T14:15:22Z"

"overrideDays":	365

"scepKey":	"string"

"cnValue1":	"IGNORE"

"cnValue2":	"IGNORE"

"cnValue3":	"IGNORE"

"challengePasswordType":	"NONE"

"intuneTenantId":	"string"

"azureApplicationId":	"string"

"azureApplicationKey":	"string"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

templateId
required

notificationId
required

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/getNotificationById


200	

404	

/certificateTemplates/{templateId}/notifications/{notificationId}

"id":	"string"

"dateValue":	"string"

"emailSubject":	"string"

"email":	"string"

"emailTemplate":	"string"

"notificationEvent":	"ON_ISSUANCE"

"notificationMethod":	"EMAIL_ELSE_SMS"

"notificationMethodData":	"string"

"smsSubject":	"string"

"smsTemplate":	"string"

"staticDerivedDateType":	"string"

—202	

templateId
required

notificationId
required

/certificateTemplates/{templateId}/notifications/{notificationId}

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/deleteNotification


"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

^[\w!#$%&’*+/=?`{|}~^-]+(?:\.[\w!#$%&’*+/=?`{...	 Show	pattern

"ON_ISSUANCE" "ON_REVOCATION" "ON_EXPIRATION" "ON_REVOKED_USE"

"EMAIL_ELSE_SMS" "SMS_ELSE_EMAIL" "EMAIL_AND_SMS" "EMAIL_ONLY" "SMS_ONLY"
"EMAIL_ADMINISTRATOR"

—202	

templateId
required

notificationId
required

dateValue

emailSubject

email

emailTemplate

notificationEvent

notificationMethod

notificationMethodData

smsSubject

smsTemplate

staticDerivedDateType

/certificateTemplates/{templateId}/notifications/{notificationId}

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/patchNotification


"dateValue":	"string"

"emailSubject":	"string"

"email":	"string"

"emailTemplate":	"string"

"notificationEvent":	"ON_ISSUANCE"

"notificationMethod":	"EMAIL_ELSE_SMS"

"notificationMethodData":	"string"

"smsSubject":	"string"

"smsTemplate":	"string"

"staticDerivedDateType":	"string"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

200	

404	

templateId
required

msiPackageId
required

/certificateTemplates/{templateId}/msiPackages/{msiPackageId}

"id":	"string"

"description":	"string"

"enabled":	true

"name":	"string"

"allowedSubnets":	"string"

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/getMsiPackageById


"allowedSubnets":	"string"

"blockedSubnets":	"string"

"expirationDate":	"2019-08-24T14:15:22Z"

"passphrase":	"string"

"productId":	"string"

"productName":	"string"

"profileType":	"USER_TYPE"

"usernameVariableSource":	"COMPUTER_NAME"

—202	

templateId
required

msiPackageId
required

/certificateTemplates/{templateId}/msiPackages/{msiPackageId}

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"

templateId
required

msiPackageId
required

description

enabled

name

file:///app/static/api/certificate-template-api-offline-0.0.1-public-openapi3.html#tag/Certificate-Template/operation/deleteMsiPackage
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"USER_TYPE" "MACHINE_TYPE"

"COMPUTER_NAME" "CURRENT_USER"

—202	

allowedSubnets

blockedSubnets

expirationDate
required

productId

productName
required

profileType
required

usernameVariableSource
required

/certificateTemplates/{templateId}/msiPackages/{msiPackageId}

"description":	"string"

"enabled":	true

"name":	"string"

"allowedSubnets":	"string"

"blockedSubnets":	"string"

"expirationDate":	"2019-08-24T14:15:22Z"

"productId":	"string"

"productName":	"string"

"profileType":	"USER_TYPE"

"usernameVariableSource":	"COMPUTER_NAME"

"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"



"requestId":	"b3d3a0a0-0b1a-4b1a-9b0a-0b1a0b1a0b1a"


